MOBILE COMPUTING
Unit-1

Introduction, Applications History of wireless communication A Simplified reference
model - Wireless transmission - Frequencies for radio transmission - Regulations Signals
Antennas Signal propagation: Path loss of radio signals - Additional signal propagation
effects - Multi-path propagation-Multiplexing-Modulation

Unit-ll

Spread spectrum Direct sequence spread spectrum - Frequency hopping spread spectrum
Cellular systems. Medium access control: Hidden and exposed terminals Near and far
terminals - SDMA, FDMA, TDMA, Fixed TDM, Classical Aloha, slotted Aloha, Carrier sense
multiple access - Reservation TDMA - Multiple access with collision avoidance - Polling
CDMA - Spread Aloha multiple access

Unit-lll

GSM - Mobile services - System architecture - Radio interface - Protocols - Localization and
calling - Handover - Security - New Data services. UMI'S and IMT-2000 - Satellite Systems
Applications - Basics - Routing - Localization - Handover

Unit-IV

Wireless LAN: Infra red vs. radio transmission Infrastructure and ad-hoc network 802.11-
System architecture - Protocol architecture - Physics layer - Medium access control layer -
MAC management - Blue tooth... Mobile network layer: Mobile IP Goals, assumptions and
requirements - entities and terminology packet delivery - Agent discovery - Registration -
Tunneling and encapsulation Recent technologies.

Unit-V

WAP: Architecture wireless datagram Protocol, Wireless transport layer security. Wireless
transaction protocol, Wireless session protocol, Wireless application environment, Mobile
ad-hoc networks MANET Characteristics Classification of MANETS, Routing of MANETE
Proactive Routing Protocol - DSDV, Reactive Routing Protocols DSR, AODV

UNIT 1

1. Introduction to Mobile Computing

Mobile computing refers to the use of portable computing devices (such as
smartphones, tablets, and laptops) and wireless networking that allows people to access data
and perform computational tasks while on the go. The key concept in mobile computing is that
it enables users to remain connected to networks and services regardless of their physical
location.

Key characteristics include:

o Portability: Devices are easily carried and used anywhere.

o Connectivity: Allows for real-time data exchange over wireless networks.

o Personalization: Devices are often tailored to individual users, with personalized apps
and settings.

o Ubiquity: Supports access to data and services anytime, anywhere, providing an
“always-on” experience.

2. Applications of Mobile Computing

Mobile computing has a vast range of applications, which makes it integral to both personal
and professional domains:

o Healthcare: Remote monitoring, telemedicine, and mobile health applications allow
healthcare professionals to provide services to patients anywhere.

o Education: E-learning platforms, digital classrooms, and mobile apps offer access to
educational resources from any location.

« Banking and Finance: Mobile banking apps enable transactions, fund transfers, and bill
payments on the go.

o Retail and E-commerce: Mobile shopping applications allow customers to browse, shop,
and pay from their devices.

o Social Networking: Apps for social media enable instant messaging, sharing, and real-
time updates.

o Enterprise and Remote Work: Mobile access to office networks, applications, and cloud
storage facilities enables flexible, location-independent work environments.

o Entertainment: Streaming services, mobile gaming, and multimedia applications provide
on-demand entertainment.

3. History of Wireless Communication

Wireless communication began with the invention of the telegraph and progressed rapidly
over the last two centuries. Some key milestones include:



o 19th Century: In 1838, Samuel Morse demonstrated the telegraph, which transmitted
messages over a wire. Later, Guglielmo Marconi developed the first long-distance radio
communication, leading to the first wireless telegraphy.

o 20th Century: The development of AM and FM radio expanded wireless
communications. In the 1970s, mobile radio systems were introduced, followed by the
first generation (1G) of analog cellular networks in the 1980s.

e 1990s (2G): The second generation introduced digital networks (GSM), enabling SMS
and basic data services.

e 2000s (3G): With the third generation, high-speed data transfer became possible,
allowing mobile internet access.

e 2010s (4G): Fourth-generation networks, such as LTE, provided broadband internet
capabilities, making video streaming, gaming, and high-quality voice over IP (VoIP)
services accessible on mobile devices.

e 2020s (5G): The fifth generation offers ultra-low latency, high data rates, and support
for 10T devices, enabling new applications such as autonomous vehicles, smart cities,
and augmented reality.

4. A Simplified Reference Model for Mobile Computing

A simplified reference model for mobile computing can be used to understand the
architecture and layers involved. This model typically includes: (draw diagram)

o Device Layer: Represents the hardware components of mobile devices, including the
CPU, memory, display, sensors, and network modules. The device layer is responsible
for providing computing power, storage, and input/output interfaces for user
interaction.

o Network Layer: Responsible for establishing and managing communication channels
between mobile devices and networks. It includes mobile networks (e.g., cellular, Wi-Fi,
Bluetooth) that enable data exchange between devices and back-end servers.

o Operating System Layer: Provides the software environment in which applications run.
Mobile operating systems, such as Android and iOS, manage hardware resources, run
applications, and ensure security and reliability.

o Middleware Layer: Acts as an intermediary between the operating system and
applications, providing services such as authentication, data synchronization, and
location services. Middleware simplifies application development by abstracting
complex functions.

o Application Layer: This is the top layer, where end-user applications are located. Mobile
apps are built here, including games, social media platforms, and productivity tools. This
layer interfaces directly with users, leveraging services from lower layers.

These layers collectively enable mobile computing by managing both hardware and software
resources while providing a user-friendly and highly connected experience.

In wireless transmission, radio waves are used to transmit data over various distances.
To enable effective and interference-free communication, certain frequencies, regulations, and
equipment like antennas are essential. Let's break down each aspect:

5. Wireless Transmission

Wireless transmission refers to the transmission of data or signals over a distance without
the use of physical wires. This is achieved using electromagnetic waves, primarily radio waves,
to send data between devices. Wireless transmission is foundational to mobile communication,
allowing devices to connect and exchange data on-the-go.

o Types of Wireless Transmission: Common types include radio transmission, microwave
transmission, infrared, and satellite communication.

e Usage: Applications range from cellular networks and Wi-Fi to Bluetooth and satellite
communication, each using different parts of the electromagnetic spectrum.

6. Frequencies for Radio Transmission

The electromagnetic spectrum is divided into various frequency bands allocated for specific
applications. Different frequencies have unique propagation characteristics, making them
suitable for different types of communication. Here are some key frequency bands for radio
transmission:

o Very Low Frequency (VLF): 3-30 kHz, used for military communication and navigation.
e Low Frequency (LF): 30-300 kHz, used in AM broadcasting and RFID.
¢ Medium Frequency (MF): 300-3,000 kHz, commonly used for AM radio broadcasting.

o High Frequency (HF): 3-30 MHz, used in international shortwave broadcasting and
amateur radio.

e Very High Frequency (VHF): 30—300 MHz, widely used for FM radio, television
broadcasts, and aviation communication.

e Ultra-High Frequency (UHF): 300 MHz-3 GHz, used in television broadcasts, GPS, mobile
networks (e.g., 4G, 5G), and Wi-Fi.

¢ Microwave Frequencies: Ranging from 1 GHz to several hundred GHz, these frequencies
support cellular networks, satellite communication, and radar applications.

Higher frequencies (like those in the microwave range) support higher data rates but have
limited range, while lower frequencies offer wider coverage but with lower data rates.



7. Regulations

Due to the need for orderly use of the electromagnetic spectrum, wireless transmissions are
regulated by national and international bodies to prevent interference, allocate frequency
bands, and ensure efficient usage. Key regulatory bodies include:

¢ International Telecommunication Union (ITU): This global organization, based in
Geneva, sets international standards and allocates frequencies to prevent interference
between countries.

o Federal Communications Commission (FCC) (United States): Regulates interstate and
international communications by radio, television, wire, satellite, and cable in the U.S.

o European Telecommunications Standards Institute (ETSI) (Europe): Responsible for
developing standards and regulations for telecommunications, broadcasting, and
internet services in Europe.

o Other National Bodies: Many countries have their own regulatory bodies to manage
frequency allocations and enforce regulations specific to that country.

These regulations cover everything from licensing, permissible power levels, and restrictions on
certain frequencies to spectrum auctions for commercial wireless services.

8. Signals in Wireless Transmission

In wireless transmission, signals are modulated to encode data onto carrier waves, enabling
them to carry information over distances:

o Analog Signals: Continuous wave signals that vary over time. Examples include AM
(Amplitude Modulation) and FM (Frequency Modulation) radio.

« Digital Signals: Represented by discrete values (binary Os and 1s) and used in most
modern wireless communications. Digital modulation schemes include Phase Shift
Keying (PSK), Frequency Shift Keying (FSK), and Quadrature Amplitude Modulation
(QAM).

« Signal Propagation: Signals travel through various media and are affected by obstacles,
interference, and distance. Factors like reflection, refraction, diffraction, and scattering
can impact signal quality and coverage area.

9. Antennas

Antennas are crucial components for transmitting and receiving wireless signals. They
convert electrical signals into electromagnetic waves and vice versa, allowing data to be sent
and received wirelessly. The choice of antenna depends on the frequency, range, and specific
application.

¢ Types of Antennas:

o Omnidirectional Antennas: Radiate signal in all directions, suitable for general
broadcasting (e.g., Wi-Fi routers).

o Directional Antennas: Focus signal in a specific direction, offering longer range
(e.g., Yagi antennas used for TV reception).

o Parabolic Dish Antennas: Highly directional and used in satellite communications
due to their ability to focus signals over long distances.

o Dipole Antennas: Commonly used for simple, short-range applications like in FM
radio receivers.

e Antenna Parameters:

o Gain: Indicates the ability of an antenna to direct radio waves in a specific
direction, measured in dBi (decibels relative to isotropic radiator).

o Bandwidth: Range of frequencies over which the antenna can operate
efficiently.

o Polarization: Orientation of the electromagnetic waves (vertical, horizontal, or
circular) which needs to match between transmitting and receiving antennas for
optimal reception.

o Applications: Antennas are used in a wide range of devices, including cell phones, Wi-Fi
routers, satellites, and radio/TV broadcasting equipment. Proper antenna design and
positioning are essential for strong and reliable wireless communication.

In summary, wireless transmission relies on specific frequency bands, regulated standards,
modulated signals, and appropriate antenna design to deliver effective and reliable data
exchange over various distances and applications.

10. Signal propagation:

Signal propagation refers to the movement or travel of electromagnetic waves (such as
radio waves) through different environments, carrying information from a transmitter to a
receiver. In wireless communication, signal propagation is essential for transferring data over
distances without physical connections like wires or cables.

Wireless communication relies on radio signals that travel through the air from a
transmitter to a receiver. However, these signals face various challenges along their path, such
as loss, interference, and reflection. Here's a detailed breakdown of each aspect:



11. Path Loss of Radio Signals

Path loss refers to the reduction in signal strength as it propagates through space from the
transmitter to the receiver. This weakening of the signal is due to several factors, including the
distance between the transmitter and receiver and obstacles in the environment.

Free-Space Path Loss: In an ideal, unobstructed environment (free space), signal loss
occurs naturally due to the spreading of the wave as it moves outward. The further the
signal travels, the weaker it becomes. Path loss in free space can be calculated using a
mathematical formula that considers frequency and distance.

Environmental Path Loss: In real-world environments, additional factors such as
buildings, trees, and atmospheric conditions cause further signal attenuation.

Fresnel Zone: This is the elliptical area around the line-of-sight path that should ideally
be free of obstacles to reduce interference. Any obstacles in this area will increase path
loss.

Path Loss Exponent: Indicates how much the signal loses strength over distance. For
instance, in free space, the exponent is typically 2, but it can be higher in urban areas
due to reflections and scattering.

12. Additional Signal Propagation Effects

Beyond path loss, other factors impact signal strength and quality as the signal propagates:

Reflection: When a radio wave encounters a surface larger than its wavelength (like a
building or the ground), it bounces back, creating multiple paths for the same signal to
reach the receiver. This can cause interference and affect signal clarity.

Refraction: When signals pass through different layers of the atmosphere or materials
of varying densities (such as air and water), they change direction. This bending can
cause signals to deviate from the direct path, altering their arrival time and strength.

Diffraction: When a signal encounters an edge or corner (like a building edge), it can
bend around it. This bending can cause signals to reach locations that aren’t in the direct
line-of-sight.

Scattering: When a radio wave encounters smaller objects like foliage, rain, or rough
surfaces, it scatters in multiple directions. Scattering can cause a signal to spread out,
which sometimes enables coverage in areas that otherwise wouldn’t receive the signal.

These effects can be beneficial in some cases, allowing signals to reach non-line-of-sight areas,
but they often lead to interference and degrade signal quality.

13. Multi-Path Propagation

Multi-path propagation occurs when radio signals take multiple paths to reach the receiver
due to reflections, diffraction, and scattering. Each of these paths can have slightly different
lengths, causing the signals to arrive at different times. This leads to various effects:

Constructive and Destructive Interference: When multiple copies of a signal arrive at
the receiver simultaneously, they can interfere. If they are in phase, they reinforce each
other (constructive interference), improving signal strength. If they are out of phase,
they cancel each other out (destructive interference), weakening the signal.

Delay Spread: Because signals arrive at different times, a phenomenon known as delay
spread occurs, which can lead to signal distortion and reduced clarity.

Fading: Variations in signal amplitude due to multi-path propagation are called fading.
Fading can be flat (affecting the entire signal equally) or frequency-selective (affecting
certain frequencies more than others), leading to a phenomenon known as frequency-
selective fading.

Multi-path propagation is common in urban environments where buildings, vehicles, and other
objects create multiple paths for signals. Techniques such as diversity combining and
equalization are used to counteract multi-path effects.

14. Multiplexing

Multiplexing is a technique that allows multiple signals or data streams to be transmitted
over a single communication channel. It maximizes the efficiency of communication channels
and improves bandwidth utilization. There are several types of multiplexing:

Frequency Division Multiplexing (FDM): Each signal is transmitted on a separate
frequency within the available bandwidth. Common in radio and television
broadcasting, FDM allows multiple channels to coexist without interference.

Time Division Multiplexing (TDM): Each signal is assigned a specific time slot in a
repeating cycle. TDM is often used in digital telecommunication systems and cellular
networks.

Code Division Multiplexing (CDM): In CDM, each signal is assigned a unique code to
modulate the signal, allowing multiple signals to occupy the same frequency band. Used
in cellular systems, CDM enables multiple users to share the same bandwidth
simultaneously.

Orthogonal Frequency Division Multiplexing (OFDM): A more advanced form of FDM
where signals are split into several orthogonal subcarriers, reducing interference and
enhancing data rates. OFDM is used in modern standards like LTE and Wi-Fi.



Multiplexing helps increase the capacity and efficiency of communication systems, allowing
more users and data streams to share the same bandwidth.

15. Modulation

Modulation is the process of encoding information onto a carrier wave to enable it to carry
data over long distances. There are various modulation techniques:

o Amplitude Modulation (AM): The amplitude of the carrier wave varies based on the
information signal. AM is used in AM radio broadcasting but is more susceptible to
noise.

o Frequency Modulation (FM): The frequency of the carrier wave changes in accordance
with the information signal. FM offers better noise resistance and is commonly used in
FM radio broadcasting.

¢ Phase Modulation (PM): The phase of the carrier wave changes to represent the data.
PM is often used alongside frequency modulation in digital systems.

o Digital Modulation: Techniques like Phase Shift Keying (PSK), Frequency Shift Keying
(FSK), and Quadrature Amplitude Modulation (QAM) are used in digital systems. These
methods allow data to be encoded as discrete values, which makes it more resistant to
noise.

¢ Advanced Modulation Techniques:

o Quadrature Amplitude Modulation (QAM): Combines both amplitude and
phase modulation to increase the number of bits transmitted per symbol,
enabling higher data rates.

o Orthogonal Frequency Division Multiplexing (OFDM): Uses multiple sub-carriers
at slightly different frequencies to transmit data. OFDM allows for high data
rates with resistance to multi-path effects and is widely used in Wi-Fi and 4G/5G
networks.

In summary, path loss, additional signal propagation effects, multi-path propagation,
multiplexing, and modulation are key aspects of wireless communication. Together, they
influence how signals travel, interact, and are managed to maximize efficiency and clarity
across communication channels.
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UNIT 2

1. Spread Spectrum

Spread spectrum is a technique used in wireless communication to spread a signal over
a wide range of frequencies, making it more resistant to interference, jamming, and
eavesdropping. This method distributes the data signal across a broad frequency range, which
can be much wider than the original bandwidth needed. There are two primary types of spread
spectrum techniques: Direct Sequence Spread Spectrum (DSSS) and Frequency Hopping Spread
Spectrum (FHSS).

The benefits of spread spectrum include:

o Resistance to Interference: By spreading the signal over a wide frequency range, the
impact of interference on any particular frequency is minimized.

o Enhanced Security: It's more difficult for unauthorized users to intercept spread
spectrum signals.

o Multipath Resistance: Spread spectrum helps in dealing with multipath interference by
averaging out the effects of signals that may reflect off surfaces and cause distortion.

2. Direct Sequence Spread Spectrum (DSSS)

Direct Sequence Spread Spectrum (DSSS) is a technique used in wireless
communication to spread a signal over a wider frequency band than the original data signal
would typically occupy. DSSS is a type of spread spectrum technology, which enhances the
robustness of the transmitted signal by spreading it across a larger bandwidth, making it more
resistant to interference, jamming, and eavesdropping.

How DSSS Works

In DSSS, the original data signal is multiplied by a pseudorandom noise (PN) sequence
or spreading code at a much higher frequency than the data signal itself. This spreading code,
often called a “chip sequence,” consists of a rapid sequence of binary values (0s and 1s), each
called a "chip." This process spreads the data signal across a wide frequency band, effectively
“spreading” each bit of the data across many chips.

For instance, a single data bit may be spread over a sequence of 10 to 100 chips,
depending on the spreading factor. When the spread signal is transmitted, it appears as noise
over the frequency band, making it difficult to detect without knowing the exact spreading
code. At the receiver, the same code is used to “despread” the signal, reconstructing the
original data.
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Benefits of DSSS

1. Interference Resistance: DSSS’s wide bandwidth makes it less susceptible to
narrowband interference, as the interference affects only a small portion of the signal.

2. Enhanced Security: Since the signal appears as noise, DSSS improves security against
eavesdropping and jamming.

3. Multi-User Capability: Different users can share the same frequency band if each uses a
unique spreading code, which is a principle also used in Code Division Multiple Access
(CDMA).

Applications

DSSS is widely used in Wi-Fi (IEEE 802.11b) and GPS. It’s particularly useful in
environments where interference is a concern, such as industrial settings or crowded frequency
bands.

3. Frequency Hopping Spread Spectrum (FHSS)

Frequency Hopping Spread Spectrum (FHSS) is a spread spectrum communication
technique where the signal rapidly changes, or "hops," between multiple frequency channels
within a wide frequency band. This hopping pattern is controlled by a pseudorandom sequence
known to both the transmitter and receiver. FHSS is used to minimize interference, avoid
eavesdropping, and resist jamming, making it highly suitable for secure and robust wireless
communication.

How FHSS Works

In FHSS, the signal continuously “hops” between different frequencies at regular
intervals, known as dwell time. Each hop corresponds to a unique frequency within a
designated range, with the hopping sequence determined by a pseudorandom sequence shared
between the transmitter and receiver. At each dwell time, the system switches the signal to a
new frequency, making it difficult for unauthorized users to intercept or jam the signal without
knowing the hopping sequence.

Two main types of frequency hopping are commonly used:

1. Slow Frequency Hopping: In this mode, the signal stays on each frequency for several
data symbols before hopping to the next frequency.

2. Fast Frequency Hopping: The signal changes frequencies within the duration of a single
symbol, which provides greater resistance to jamming.
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Benefits of FHSS

1. Interference Resistance: Since the signal only spends a short time on each frequency,
interference or jamming on one frequency has minimal impact, as the signal quickly
moves to a different frequency.

2. Enhanced Security: The pseudorandom hopping sequence adds a layer of security.
Without knowing the hopping pattern, it is challenging for unauthorized parties to
intercept or disrupt the signal.

3. Multiple User Capability: FHSS allows multiple users to share the same frequency band
without interference by using unique hopping sequences.

Applications

FHSS is widely used in Bluetooth technology, military communication systems, and
some wireless local area networks (LANSs). Its robustness against interference and
eavesdropping makes FHSS ideal for applications where reliability and security are paramount.

4, Cellular Systems

Cellular systems are the backbone of modern mobile communications, dividing a
geographical area into smaller sections called cells. Each cell has a base station that
communicates with mobile devices within its range and assigns frequencies to avoid
interference with neighboring cells.

Key components of cellular systems:

o Cells and Base Stations: Each cell has a base station that provides coverage. Cells are
often hexagonal in shape to cover an area without gaps or overlaps, though the actual
shape can vary based on terrain and obstacles.

o Frequency Reuse: Cellular systems use frequency reuse to maximize spectrum
efficiency. Cells that are far enough apart can use the same frequency without causing
interference, allowing for more users within a limited spectrum.

o Handoff (Handover): When a user moves from one cell to another, the system
automatically transfers their connection to the new cell without dropping the call. This
process is known as a handoff.

o Generations of Cellular Systems: Cellular systems have evolved over time. Each
generation (1G, 2G, 3G, 4G, and 5G) has brought improvements in speed, data capacity,
and features. For example, 1G was analog, 2G introduced digital communication, 3G
focused on data capabilities, 4G improved data speeds, and 5G offers ultra-high-speed
data with lower latency.
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Modern cellular systems enable not only voice calls but also high-speed data services,
supporting a wide range of applications including internet browsing, video streaming, and loT
applications.

5. Medium Access Control (MAC)

In mobile and wireless communication, Medium Access Control (MAC) is essential for
managing access to the communication channel in networks where multiple users share the
same medium. Two significant issues that arise in such networks are the hidden terminal
problem and the exposed terminal problem, along with challenges associated with near and
far terminals. Here’s a detailed look at each:

6. Hidden Terminal Problem

The hidden terminal problem occurs when two devices (or terminals) within a wireless
network are unable to detect each other's presence because they are out of each other’s
range, but both are within range of a common receiver. This results in a collision at the receiver
when both devices transmit simultaneously, as neither device is aware of the other's
transmission.

Example:
Imagine three devices: A, B, and C.

e Device A is within range of device B.

o Device B is within range of both A and C.

e« However, A and C are out of range of each other and thus do not know each other
exists.

If A and C try to send data to B simultaneously, a collision will occur at B because A and C are
unaware of each other's transmissions. This situation is common in environments like Wi-Fi
networks, where devices frequently share channels.

Solutions:
To address the hidden terminal problem, various protocols are used:

¢ Request to Send / Clear to Send (RTS/CTS): In this protocol, the sender (e.g., A) first
sends an RTS packet to the receiver (e.g., B) before actual data transmission. If B is
ready, it responds with a CTS packet, which also alerts other devices (like C) within B’s
range to remain silent during the transmission.

e Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA): This protocol
requires devices to sense the medium for potential traffic and avoid transmitting if
another device is detected.
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7. Exposed Terminal Problem

The exposed terminal problem occurs when a device is prevented from sending data
due to the presence of another nearby transmission, even though this transmission would not
actually cause interference at the intended receiver.

Example:
Consider four devices: A, B, C, and D.
e Aistransmitting to B.
e Cis within range of A but not B.
e Dis within range of C and wants to transmit to D.
Since C detects A's transmission, it assumes the medium is busy and refrains from sending data
to D. However, in reality, C’'s transmission to D would not interfere with A's transmission to B.
This results in inefficient use of the available bandwidth, as C is “exposed” to A's transmission
unnecessarily.
Solutions:
Protocols to mitigate the exposed terminal problem include:
« Adaptive and Directional Antennas: Using directional antennas can help focus the
signal towards intended receivers and reduce interference.
¢ Modified MAC Protocols: Certain MAC protocols are designed to improve channel
utilization by distinguishing cases where the exposed terminal problem might prevent
unnecessary transmission.
8. Near and Far Terminal Problem
The near and far terminal problem arises due to the varying signal strengths of devices
at different distances from a receiver, which can create challenges in detecting weaker signals
when stronger signals are present.
Example:

Consider a receiver B with two transmitters, A and C.

e Aisvery close to B and transmits a strong signal.
e Cisfarther away from B and transmits a weaker signal.
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If A and C transmit simultaneously, B might only detect A's signal, as it is much stronger and can
overshadow or drown out C's weaker signal. This can lead to near-far interference, where
signals from nearby devices interfere with or completely mask signals from distant devices.

Solutions:
Some strategies to address the near and far terminal problem include:

o Power Control Mechanisms: Devices can adjust their transmission power based on their
distance from the receiver. Closer devices reduce their power, while farther devices
increase theirs to ensure balanced reception.

o Spread Spectrum Techniques: Methods like Direct Sequence Spread Spectrum (DSSS)
and Frequency Hopping Spread Spectrum (FHSS) can help distribute signals across
different frequencies, making it easier to distinguish between them even if one signal is
stronger.

o Receiver Sensitivity Adjustment: Receivers can dynamically adjust sensitivity to better
detect weaker signals without being overly influenced by nearby, stronger signals.

In summary, these issues—hidden terminals, exposed terminals, and near-far terminal
interference—are key challenges in MAC design for wireless networks. Addressing them
improves channel utilization, minimizes interference, and enhances overall communication
efficiency.

9. Space Division Multiple Access (SDMA)

SDMA is a technique that separates users based on their physical location or space. By using
highly directional antennas or beamforming, different users in distinct spatial locations can
share the same frequency without interfering with each other. This method is common in
satellite communications and cellular networks with sectorized antennas.

o Application: Satellite communication, MIMO (Multiple Input, Multiple Output) in
cellular systems.
o Advantage: Allows frequency reuse by separating users in space.

10. Frequency Division Multiple Access (FDMA)

FDMA allocates distinct frequency bands to different users. Each user has an exclusive
frequency channel for communication, which prevents interference as long as each user stays
within their assigned band.

o Application: Analog cellular networks, AMPS (Advanced Mobile Phone System).

o Advantage: Simple and effective in low-traffic systems.

« Disadvantage: Inefficient with high traffic, as idle channels cannot be used by other
users.
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11. Time Division Multiple Access (TDMA)

TDMA divides time into fixed-length slots and assigns each user a specific time slot on a shared
frequency. Each user transmits in their allotted slot, creating an organized schedule for
communication.

o Application: GSM cellular networks, digital mobile systems.
o Advantage: More efficient use of frequency spectrum compared to FDMA.
o Disadvantage: Requires precise timing and synchronization.

12. Fixed Time Division Multiplexing (Fixed TDM)

Fixed TDM is a type of TDMA where time slots are pre-assigned to users regardless of whether
they have data to transmit. It’s typically used in systems where each user requires a consistent
time slot.

o Application: Traditional telephony systems.
o Advantage: Consistent, reliable data slots for each user.
o Disadvantage: Can be wasteful if slots remain unused, as there is no dynamic allocation.

13. Classical ALOHA

ALOHA is one of the simplest protocols for sharing a communication medium. In ALOHA, users
transmit whenever they have data, without checking if the channel is free. If two users transmit
at the same time, a collision occurs, and the data must be retransmitted after a random delay.

e Application: Early satellite and wireless communication.
o Advantage: Simple and requires no coordination.
« Disadvantage: High collision rate, leading to low channel efficiency (only about 18%).

14. Slotted ALOHA

Slotted ALOHA improves on Classical ALOHA by dividing time into discrete slots. Users are
allowed to transmit only at the beginning of each slot, reducing the probability of collisions by
half.

o Application: Early wireless networks, RFID tags.

o Advantage: Higher efficiency than Classical ALOHA, with a maximum channel utilization
of about 37%.

o Disadvantage: Still suffers from collisions and requires time synchronization.
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15. Carrier Sense Multiple Access (CSMA)

CSMA is a protocol in which a device checks (or "senses") the channel for activity before
attempting to transmit. If the channel is free, the device transmits; if not, it waits until the
channel becomes free.

o Application: Ethernet (wired networks) and Wi-Fi (wireless networks).
e Variants:

o CSMA/CD (Collision Detection): Used in Ethernet, where a device stops
transmitting upon detecting a collision and tries again after a random backoff
time.

o CSMA/CA (Collision Avoidance): Used in Wi-Fi, where a device waits for the
channel to be free and then sends a request-to-send (RTS) packet to reserve the
channel.

o Advantage: Reduces the chances of collision by sensing the channel.
o Disadvantage: Doesn’t fully prevent collisions and may suffer from hidden and exposed
terminal problems in wireless networks.

Each of these techniques serves specific needs in communication networks, balancing
simplicity, efficiency, and complexity based on the application. They are foundational in
managing network resources effectively in various communication systems.

16. Reservation TDMA (Time Division Multiple Access)

Reservation TDMA is a modified version of traditional TDMA, designed to improve bandwidth
utilization and minimize the risk of collision. In Reservation TDMA, time slots are allocated
based on user requests rather than fixed scheduling, which makes it highly efficient for
environments with varying traffic loads.

e How it works:
o Users can reserve a specific time slot within a frame based on their need to
transmit data.
o Each frame has a dedicated "reservation period," during which users request
time slots for their data transmission.
o Once reserved, users get exclusive access to their slots within the frame,
reducing the chance of data collisions.
o Advantages:
o Efficiency: Optimizes bandwidth by dynamically allocating slots as per demand.
o Collision Reduction: Reduces the likelihood of data collision because each user
has a reserved slot.
o Scalability: Suitable for scenarios where the number of active users varies, like
mobile data networks.
e Applications: Commonly used in systems where users have variable data rates, such as
cellular networks and wireless local area networks (WLANSs).
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17. Multiple Access with Collision Avoidance (MACA) (10m)

Multiple Access with Collision Avoidance (MACA) is a communication protocol
specifically designed to address the challenge of data collisions in wireless networks. When
multiple devices attempt to transmit data over a shared medium, they may interfere with each
other, resulting in data corruption and decreased network efficiency. MACA’s purpose is to
minimize the occurrence of these collisions through a coordination mechanism, which makes it
particularly effective in high-traffic wireless environments, such as Wi-Fi networks.

Background and Need for MACA

In traditional wired networks, avoiding collisions is relatively straightforward due to predictable
network paths and infrastructure controls. In wireless networks, however, devices
communicate over a shared and often unpredictable medium, increasing the chances of data
collisions. This challenge is further complicated by the hidden node problem, where devices
within a network cannot always "see" each other due to limited radio range, which can lead
them to transmit simultaneously. Similarly, the exposed node problem arises when devices that
could otherwise transmit successfully refrain from doing so because they sense activity from
nearby transmissions, resulting in unused bandwidth.

MACA was introduced to address these specific problems in wireless networking environments
by using a unique signaling technique. Unlike traditional methods like Carrier Sense Multiple
Access with Collision Detection (CSMA/CD), which listens to the channel before sending data
(effective for wired networks), MACA takes an approach focused on "collision avoidance" rather
than "collision detection," since detecting collisions over a wireless network is often unfeasible.

How MACA Works: The RTS/CTS Mechanism

MACA uses a two-phase signaling process known as the Request to Send/Clear to Send
(RTS/CTS) handshake to manage channel access. Here’s a step-by-step explanation of the
RTS/CTS mechanism:

1. Request to Send (RTS):

o When a device wants to transmit data, it first sends an RTS signal to the intended
receiver.

o The RTS message contains information about the duration of the intended data
transmission, allowing other devices within range to become aware that the
channel will soon be occupied.

o By broadcasting this intention, the sender can “reserve” the channel in advance.

2. Clear to Send (CTS):

o If the receiver is not currently engaged in communication, it responds to the

sender’s RTS with a CTS message.
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o The CTS message informs all nearby devices that the channel is reserved for the
specific sender-receiver pair for a specified time, effectively preventing them
from initiating their own transmissions.

o Once the sender receives the CTS signal, it can start transmitting its data.

3. Data Transmission:

o After receiving the CTS, the sender transmits its data to the receiver as planned.

o Nearby devices that heard either the RTS or CTS message will refrain from
transmitting during this period, which significantly reduces the probability of
collisions.

4. Acknowledgment:

o The receiver sends an acknowledgment back to the sender once the data is

successfully received, which completes the communication cycle.

Benefits and Effectiveness of MACA

The MACA protocol offers several advantages for wireless network communication, particularly
in reducing data collisions and improving network throughput:

e Collision Avoidance: By “reserving” the channel for a specified duration, MACA
minimizes the chances of collisions, especially beneficial in environments with many
devices.

« Mitigating Hidden and Exposed Node Problems: The RTS/CTS mechanism helps address
both the hidden node and exposed node problems. Devices outside the communication
range of the sender but within the range of the receiver can sense the CTS signal, which
prevents them from accidentally interfering with the ongoing communication.

o Enhanced Throughput: With fewer collisions, less time is spent on retransmissions,
leading to better utilization of the available bandwidth and improved overall network
performance.

o Energy Efficiency: Mobile devices, particularly those in ad-hoc networks or loT systems,
benefit from MACA’s energy-saving effects. Minimizing the need for retransmissions
helps conserve battery life, making MACA an energy-efficient protocol for mobile
communication.

Limitations of MACA
While MACA is effective in reducing collisions, it is not without limitations:

e Overhead from Control Packets: The RTS and CTS packets themselves introduce some
overhead, as additional time and bandwidth are required to transmit these control
messages before the actual data transmission begins. This overhead can be significant in
environments with many small data packets.

o Limited Applicability: MACA works well in networks with moderate-to-heavy traffic but
may not be as efficient in light-traffic scenarios, where the additional RTS/CTS packets
could lead to unnecessary delays.
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o Scalability Issues: In large networks with many devices, the RTS/CTS mechanism may
not scale efficiently, as managing multiple simultaneous requests could become
complex and lead to network congestion.

Applications of MACA

MACA is implemented in various wireless communication standards, especially those that
demand efficient data transmission with minimal interference. For instance, the IEEE 802.11
wireless LAN standard incorporates a similar RTS/CTS mechanism to enhance the reliability of
Wi-Fi networks in crowded environments. It is also relevant in mobile ad-hoc networks
(MANETSs) and IoT systems, where device density and interference are common challenges.

18. Polling CDMA (Code Division Multiple Access)

Polling CDMA combines the principles of CDMA with a polling mechanism to allocate access to
the shared channel in a controlled manner. CDMA allows multiple users to share the same
frequency spectrum simultaneously by assigning unique codes to each user.

+ How it works:
o Each user is assigned a unique code that modulates its data signal.
o The system "polls" users, allowing each one to transmit data using their assigned
code.
o The receiver can decode each user's data by correlating the incoming signal with
the user's unique code, distinguishing it from others sharing the channel.
¢ Advantages:
o Efficient Bandwidth Use: Allows multiple users to simultaneously transmit data
within the same frequency band.
o Reduced Interference: The unique codes help separate each user's signal,
reducing interference.
o Scalability: Supports a large number of users sharing the same channel without
significant performance degradation.
o Applications: Widely used in cellular networks (e.g., 3G systems) and satellite
communication where multiple users access the network simultaneously.

19. Spread ALOHA Multiple Access

Spread ALOHA Multiple Access is a method that combines the ALOHA protocol with spread
spectrum technology to provide multiple access in wireless communication. It enhances
traditional ALOHA by spreading each user’s signal over a wide frequency band, which reduces
collisions.

e How it works:
o Each user spreads its data signal across a wide spectrum using a unique
spreading code.
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o Users transmit data in a distributed manner without centralized control, similar
to ALOHA.

o Because the signal is spread, even if multiple users transmit at the same time,
the receiver can distinguish between signals by decoding based on each user’s
spreading code.

¢ Advantages:

o Collision Tolerance: Signals overlap but can still be decoded correctly due to
spread spectrum, reducing the impact of collisions.

o Resilience to Interference: Spread spectrum offers robustness against
interference and noise.

o Increased Capacity: Allows more users to share the same channel compared to
traditional ALOHA.

o Applications: Used in wireless networks where high resilience to collisions is needed,
such as in loT networks and satellite communications.

Each of these methods offers unique benefits in managing network access and minimizing
collisions, making them suitable for different mobile and wireless communication
environments.
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UNIT 3

GSM:

GSM (Global System for Mobile Communications) is a standard developed to define the
protocols for second-generation (2G) digital cellular networks. GSM technology laid the
foundation for mobile telephony worldwide, establishing a structured framework for providing
services, architecture, and effective communication protocols.

1. Mobile Services in GSM
GSM provides a range of essential mobile services, classified into three main categories:

« Telephony Services (Teleservices): These are the core services for voice communication.
GSM ensures clear voice transmission, international roaming, emergency calls, and high-
quality voice standards across different network operators.

o Data Services (Bearer Services): GSM supports data transmission at various speeds. It
enables services such as SMS (Short Message Service) and circuit-switched data
transmission, which supports applications like fax and low-rate data transfer, allowing
internet access through GPRS (General Packet Radio Service).

o Supplementary Services: These are additional services that enhance basic telephony,
such as call forwarding, call waiting, caller ID, multi-party conferencing, and barring of
outgoing/incoming calls. Supplementary services improve user convenience and
accessibility by offering customized calling features.

2. System Architecture of GSM

The GSM system architecture consists of multiple interconnected subsystems, which work
together to manage communications, connectivity, and data flow. The main components are:

o Mobile Station (MS): The MS includes the mobile device and the SIM (Subscriber
Identity Module) card. It allows users to access network services and identifies users
within the network. The SIM card contains essential information such as the IMSI
(International Mobile Subscriber Identity) and encryption keys, facilitating secure
network access and subscriber identification.

o Base Station Subsystem (BSS): The BSS manages the radio communications between
the mobile station and the network. It consists of two main components:

o Base Transceiver Station (BTS): Handles radio transmission to and from the
mobile device, maintaining the cell coverage area.

o Base Station Controller (BSC): Manages multiple BTS units, controlling radio
resource allocation, handovers, and cell configurations.
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o Network and Switching Subsystem (NSS): The NSS is responsible for call processing and
mobility management. Its main components include:

o Mobile Switching Center (MSC): Central to handling call routing, setup,
termination, and handovers. It also interconnects GSM networks with external
networks.

o Home Location Register (HLR): A database storing subscriber information, such

as account status, service subscriptions, and current location within the network.

o Visitor Location Register (VLR): Temporarily stores information about
subscribers within a specific MSC area, facilitating faster location updates and
call setups.

o Authentication Center (AUC): Provides security and prevents fraud by
generating cryptographic keys for subscriber authentication.

o Equipment Identity Register (EIR): A database that stores information about
valid and invalid devices. It blocks blacklisted or stolen devices from accessing
the network.

e Operation and Support Subsystem (0SS): The OSS assists network operators in
managing and maintaining the GSM network, ensuring efficient operation,
troubleshooting, and network expansion. OSS functions include configuration
management, performance monitoring, and fault management.

3. Radio Interface

The GSM radio interface is the air interface that links the Mobile Station (MS) (the mobile
device) and the Base Transceiver Station (BTS). This interface is critical as it enables wireless
communication and manages how information is transmitted over radio waves.

o Frequency Bands and Channels: GSM operates in specific frequency bands (like 900
MHz and 1800 MHz). Each frequency band is divided into multiple channels, which are
used for communication. Each GSM channel is 200 kHz wide and can carry separate
voice or data streams through a technique called Time Division Multiple Access
(TDMA).

o TDMA: In GSM, the 200 kHz channels are divided into time slots to allow multiple users
to share the same frequency channel without interference. Each user gets a specific
time slot within each channel to transmit data, maximizing efficiency and network
capacity.

o Power Control and Handover: To maintain call quality and reduce interference, GSM
adjusts the power output based on the MS’s distance from the BTS. Handover is the
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process where an active call or data session transfers from one cell to another as the
user moves, ensuring continuity.

4. Protocols

Protocols in GSM define how information is structured, managed, and transmitted between
network entities. They ensure that data flows efficiently and securely across different network
layers.

o Physical Layer (Layer 1): This layer deals with the actual transmission of radio signals
and manages frequency and timing synchronization between the mobile station and
base station.

o Data Link Layer (Layer 2): The data link layer in GSM uses the LAPDm (Link Access
Protocol for the Dm channel) protocol, which handles error correction, framing, and
flow control between the MS and the BTS.

o Network Layer (Layer 3): The network layer contains three key protocol categories:

o Radio Resource Management (RR): Manages the radio channels, frequency
allocations, and handover processes.

o Mobility Management (MM): Responsible for location tracking, registration, and
security (authentication and encryption).

o Call Control (CC): Handles the setup, maintenance, and termination of calls.

These protocols work in harmony to enable reliable communication, security, and seamless
mobility across the network.

5. Localization and Calling

Localization and calling are essential for tracking mobile users and establishing connections.
GSM employs a sophisticated system to ensure users can be located quickly and calls can be
connected efficiently.

o Localization: GSM keeps track of a user’s location through the Location Area (LA) and
periodically updates their location in the network’s databases:

o Home Location Register (HLR): Stores permanent user data and location
information about where a subscriber is registered.

o Visitor Location Register (VLR): Temporarily holds location information for users
within its jurisdiction to facilitate faster connection setups.

o Cell and Location Area Updates: As a user moves, the MS periodically updates its
location with the nearest BTS, allowing the network to locate users promptly
when a call is incoming.
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e Calling Process: When a call is initiated, GSM establishes a connection using the
following steps:

o Paging: If the recipient is in an unknown location area, the system “pages” or
broadcasts a request across cells to locate the device.

o Authentication and Setup: Once the recipient’s location is determined, the
network verifies both parties’ identities, establishes encryption, and allocates a
channel for the call.

o Call Routing: The Mobile Switching Center (MSC) routes the call through the
correct BTS to connect the calling and receiving parties.

6. Handover

Handover (also called handoff) is a process where an ongoing call or data session transfers
from one cell or channel to another as a user moves through the network. Handover ensures
continuous connectivity without dropping calls or losing data transfer. GSM supports several
types of handovers:

o Intra-Cell Handover: Occurs within the same cell but between different frequencies or
channels.

¢ Inter-Cell Handover: Transfers the connection from one cell to another within the same
BTS’s coverage area.

¢ Inter-BTS Handover: Involves changing the BTS when a user moves between different
base stations but within the same Mobile Switching Center (MSC) area.

o Inter-MSC Handover: Transfers the call between cells under different MSCs, necessary
for long-distance movement.

Handover decisions are based on factors like signal strength, quality, and cell load. Efficient
handover processes are essential for minimizing dropped calls, improving user experience, and
optimizing network traffic management.

7. Security

Security in GSM encompasses various mechanisms to ensure user data protection, privacy,
and fraud prevention:

¢ Authentication: Before granting network access, GSM verifies the user’s identity using
the Subscriber Identity Module (SIM) and an authentication key (Ki) stored on the SIM.
The network and SIM compare results from a challenge-response algorithm to
authenticate the user.
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o Encryption: GSM encrypts data over the air interface using a ciphering key (Kc)
generated during authentication. This prevents unauthorized eavesdropping on voice
calls and data by scrambling transmitted data.

« Temporary Mobile Subscriber Identity (TMSI): To protect user privacy, GSM assigns a
temporary identity (TMSI) instead of using the permanent International Mobile
Subscriber Identity (IMSI). This identifier changes periodically, making it harder for
malicious actors to track users.

o IMSI Detach and Reattach: The IMSI detach and reattach mechanisms notify the
network when a user turns off or re-enters the network, helping maintain the accuracy
of location tracking.

8. New Data Services

As mobile usage evolved, the demand for data services surpassed voice, leading to several
enhancements beyond GSM’s original capabilities:

o GPRS (General Packet Radio Service): GPRS introduced packet-switched data services to
GSM networks, allowing users to access the internet and send emails. It enabled
“always-on” connectivity with efficient use of available bandwidth.

o EDGE (Enhanced Data Rates for GSM Evolution): EDGE further boosted data speeds by
improving modulation techniques within the GSM network, offering up to three times
faster data rates than GPRS. This allowed GSM networks to support multimedia
messaging, basic internet browsing, and streaming.

e UMTS (Universal Mobile Telecommunications System): As part of the 3G standard,
UMTS introduced higher data rates and improved network capacity. It supported a wide
array of applications, including video calls, streaming, and mobile internet, marking a
significant leap in mobile data services.

9. UMTS and IMT-2000

UMTS and IMT-2000 were developed as part of the International Telecommunication
Union’s (ITU) initiative to establish a globally interoperable third-generation (3G) network.

e UMTS (Universal Mobile Telecommunications System): UMTS, primarily based on
WCDMA (Wideband Code Division Multiple Access) technology, provided much faster
data speeds than GSM. Operating at 2 Mbps or higher in ideal conditions, UMTS
supported high-demand services such as video calling, real-time gaming, and mobile TV.
UMTS enabled enhanced capacity and global roaming capabilities, allowing mobile
operators to offer robust 3G services.

¢ IMT-2000 (International Mobile Telecommunications-2000): IMT-2000 was the ITU’s
standard for global 3G communication, aiming to create a unified framework that could
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support data, voice, and multimedia services with high-speed transmission. The
standard supports several technologies, including UMTS, CDMA2000, and TD-SCDMA.
IMT-2000 emphasized seamless global connectivity, allowing devices to roam across
various 3G networks worldwide.

Both UMTS and IMT-2000 standards represented a shift towards high-speed data services,
supporting a range of multimedia applications and global roaming capabilities, paving the way
for 4G and beyond. These advancements helped create a seamless experience for users
globally, laying the groundwork for the interconnected and high-speed networks we rely on
today.

10.Satellite

Satellite systems play a crucial role in global telecommunications, navigation, and
various remote-sensing applications. Here's an overview of the Applications, Basics, Routing,
and Localization processes of satellite systems:

11. Applications of Satellite Systems

Satellite systems support a range of applications by providing high-speed, wide-reaching
communication and navigation capabilities, among others:

o Telecommunications: Satellites enable long-distance communication by transmitting
signals across continents. They provide services for mobile networks, internet, and
television broadcasts, and are critical in remote or rural areas where ground
infrastructure is limited.

« Navigation and GPS: Navigation satellites (such as the Global Positioning System, GPS)
allow users to determine precise location and time anywhere on Earth. Applications
include personal navigation, vehicle tracking, and aviation, as well as services used by
defense and emergency response.

o Weather Monitoring and Earth Observation: Satellites equipped with sensors monitor
weather patterns, natural disasters, and environmental changes. These satellites collect
valuable data for forecasting weather, tracking hurricanes, and analyzing climate
changes.

« Remote Sensing: Satellites can capture high-resolution images and data on natural
resources, agriculture, and urban development, aiding research, resource management,
and environmental monitoring.

12. Basics of Satellite Systems

The foundational elements of satellite systems involve several core components and
concepts:

28

o Satellites and Orbits: Satellites are launched into various types of orbits—Low Earth
Orbit (LEO), Medium Earth Orbit (MEOQ), and Geostationary Orbit (GEO)—based on
application needs. LEO satellites, for instance, orbit closer to Earth and are suitable for
high-speed data services with lower latency, while GEO satellites maintain a fixed
position relative to the Earth, ideal for broadcasting.

« Ground Stations: These stations on Earth communicate with satellites to receive and
transmit data. Ground stations relay information to end-users or other infrastructure
and are essential in managing satellite operations and data flow.

¢ Transponders and Uplinks/Downlinks: Satellites use transponders to receive, amplify,
and re-transmit signals. Uplink refers to data sent from the ground station to the
satellite, while downlink is the transmission from the satellite back to Earth.

o Frequency Bands: Communication is carried out over specific frequency bands, like Ku,
Ka, and C bands, each with different characteristics. The choice of band affects data
speed, capacity, and resistance to weather interference.

13. Routing in Satellite Systems

Routing in satellite networks involves selecting paths to efficiently transmit data across
satellite nodes or between satellites and ground stations. Unlike terrestrial networks, satellite
systems present unique routing challenges due to their high mobility, varying distances, and
latency.

o Inter-Satellite Links (ISLs): In some satellite constellations, especially LEO and MEO
systems, satellites can communicate directly with each other using ISLs. This allows data
to be routed through multiple satellites, which reduces dependency on ground stations
and enables continuous global coverage.

« Dynamic Routing: Routing in satellites is often dynamic, adjusting as satellites move in
their orbits. Algorithms must account for relative positions, connection availability, and
latency between satellites, adapting to the changing topology of the satellite network.

o Hybrid Routing: Many systems use a combination of satellite and terrestrial routes to
deliver data, with satellites handling long-distance transmission and ground stations
managing local routing.

Routing strategies vary based on the type of satellite constellation and are crucial for
minimizing latency, maximizing bandwidth, and ensuring consistent service.

14. Localization in Satellite Systems

Localization refers to determining the position of a user or object on Earth using satellite
data. Navigation satellite constellations, such as GPS, Galileo, GLONASS, and BeiDou, are
dedicated to providing accurate location and timing information globally.
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o Triangulation and Trilateration: Satellite localization works by measuring the time delay
of signals received from multiple satellites. Based on these time delays, the distance to
each satellite is calculated, allowing the position to be determined through trilateration.
Generally, signals from at least four satellites are needed for accurate 3D positioning
(latitude, longitude, and altitude).

« Time Synchronization: Precise timing is critical in satellite localization. Each satellite has
an atomic clock to maintain accurate time, and the receiver on the ground uses these
signals to compute its exact location.

o Augmented Systems: Satellite-based augmentation systems (SBAS), like WAAS and
EGNOS, improve GPS accuracy by compensating for errors caused by atmospheric
disturbances, clock drift, or satellite orbit variations.

Localization is essential for applications in personal navigation, aviation, maritime operations,
and location-based services. It enables precise and reliable position data that supports
everything from individual GPS devices to complex logistics networks.

Summary

Satellite systems are vital for a broad array of applications, from communication and
navigation to environmental monitoring. Their Basics include understanding orbital types,
frequency bands, and ground infrastructure. Routing techniques in satellite networks overcome
challenges associated with satellite mobility and distance, while Localization provides accurate
position data crucial to modern navigation and location services. Each aspect contributes to the
versatility and reliability of satellite systems across various industries.
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UNIT 4

Wireless lan:

Wireless LANs (WLANSs) are essential for providing wireless connectivity in both personal
and business environments. Key aspects of WLAN technology include the choice between
infrared (IR) and radio transmission methods, the infrastructure and ad-hoc network models,
and the IEEE 802.11 standard that underpins most WLAN implementations. Here's a detailed
overview of each:

1. Infrared vs. Radio Transmission in WLANs

WLANS can transmit data wirelessly using either infrared (IR) or radio frequency (RF)
signals, each with its characteristics:

o Infrared (IR) Transmission:

o IR technology uses light signals outside the visible spectrum (near-infrared) to
transmit data.

o lItrequires a clear line of sight between devices or reflects off surfaces within the
room, making it ideal for short-range, point-to-point communication within a
limited space.

o IR signals are less susceptible to interference and eavesdropping, which can
make them more secure for certain applications.

o However, IR has limitations: it cannot penetrate walls or obstacles, limiting its
use to small, contained environments and requiring alignment between
transmitters and receivers.

¢ Radio Frequency (RF) Transmission:

o RF uses electromagnetic waves in the radio spectrum, typically at 2.4 GHz or 5
GHz, to send data across wider areas.

o RF signals can pass through walls and obstacles, allowing for greater range and
flexibility, making RF the preferred choice for WLANSs in homes, offices, and
public spaces.

o RFis more susceptible to interference from other devices, especially those using
similar frequencies (e.g., microwaves or other wireless networks).

o RF supports higher data rates and can cover larger distances than IR, making it
more versatile and widely adopted for WLANSs.
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Summary: While IR offers secure, short-range communication, it is limited in range and
application. RF is more flexible, covering larger areas with fewer restrictions on line-of-sight,
making it the dominant technology for WLANs.

2. Infrastructure and Ad-Hoc Network Models
WLANS can operate in two primary configurations: infrastructure mode and ad-hoc mode.
o Infrastructure Mode:

o Ininfrastructure mode, all devices in the network communicate through a
central access point (AP), which serves as the hub for data exchange.

o The AP connects to a wired network and provides connectivity to all wireless
devices, facilitating access to shared resources like printers and internet
connections.

o Infrastructure mode supports multiple access points, enabling devices to move
between APs in a process known as "roaming," maintaining a seamless
connection throughout the WLAN's coverage area.

o This mode is preferred for enterprise or home networks requiring stable,
centralized connectivity, with the AP managing network traffic and security.

¢ Ad-Hoc Mode:

o Inad-hoc mode, devices communicate directly with each other without using an
AP, creating a peer-to-peer network.

o This mode is useful for temporary setups, such as connecting devices in a small
meeting or file sharing between mobile devices, as it requires minimal setup and
no infrastructure.

o Ad-hoc networks are limited in range, performance, and scalability compared to
infrastructure networks since each device directly manages communication and
data transfer.

o Ad-hoc mode is not as secure or robust as infrastructure mode, but it is effective
for quick and flexible wireless connections without needing an AP.

Summary: Infrastructure mode provides centralized management, scalability, and security
through an AP, while ad-hoc mode offers a flexible, direct peer-to-peer connection ideal for
temporary or small-scale networks.

3. IEEE 802.11 Standard

The IEEE 802.11 standard defines the specifications for WLANSs, with various amendments
to support evolving wireless technology. Key aspects of the 802.11 standard include:
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Basic IEEE 802.11:

o Theinitial 802.11 standard, introduced in 1997, specified data rates of up to 2
Mbps using either IR or RF in the 2.4 GHz band.

o It was rapidly followed by newer amendments that improved speed, reliability,
and range.

802.11a:

o Usesthe 5 GHz band and supports data rates up to 54 Mbps, making it less
susceptible to interference from 2.4 GHz devices.

o It hasa shorter range than 802.11b, as higher frequencies don’t penetrate walls
as effectively.

802.11b:

o Operates in the 2.4 GHz band, with a maximum data rate of 11 Mbps, offering a
good balance between range and speed.

o Due toits use of 2.4 GHz, it is more prone to interference but became widely
adopted for its longer range and affordability.

802.11g:

o Merges the benefits of 802.11a and 802.11b, supporting speeds up to 54 Mbps
in the 2.4 GHz band.

o Backward compatible with 802.11b, allowing legacy devices to connect, and
became a popular standard due to its speed and range.

802.11n:

o Introduced MIMO (multiple-input, multiple-output) technology, which uses
multiple antennas to improve data rate, range, and reliability, supporting speeds
up to 600 Mbps.

o Operates in both 2.4 GHz and 5 GHz bands, allowing for more versatile
connectivity and reducing congestion.

802.11ac:

o Operates exclusively in the 5 GHz band and supports very high data rates up to
3.5 Gbps by using wider channels, more MIMO streams, and better modulation
techniques.

o Ideal for modern applications requiring high bandwidth, such as HD video
streaming and large data transfers.
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«  802.11ax (Wi-Fi 6):

o Enhances efficiency, latency, and throughput, especially in densely populated
areas, by using techniques like OFDMA (Orthogonal Frequency-Division Multiple
Access).

o Provides better performance in both 2.4 GHz and 5 GHz bands, with support for
up to 9.6 Gbps, meeting the demands of IoT and high-traffic environments.

Summary: The 802.11 family defines standards for WLANs, with each amendment offering
improvements in data rate, range, and capacity to meet the increasing demand for wireless
connectivity.

In wireless communication systems, the foundational structure and flow of data and
processes are defined by three core elements: System Architecture, Protocol Architecture, and
the Physical Layer. Each of these plays a specific role in ensuring reliable, efficient, and secure
communication between devices. Here’s a detailed breakdown of each:

4. System Architecture

System architecture in wireless communication refers to the overall structure that defines
how various components interact to form a cohesive system. It includes hardware, software,
network components, and operational principles that work together to provide seamless data
exchange.

o Network Components: System architecture includes base stations, access points,
routers, and mobile devices. In cellular systems (like GSM and LTE), a hierarchy exists
where multiple cell towers (base stations) connect to a Mobile Switching Center (MSC)
or a Core Network. This allows for efficient management and routing of data between
devices.

o Layers and Modules: Each layer in the architecture handles specific tasks. For instance,
the physical layer transmits data signals, the network layer manages data packets, and
the application layer provides end-user services. These layers work together to form the
architecture that manages data flow, user authentication, and connectivity.

e Core Functions: The system architecture also manages functions like mobility
(handovers), call control, and data management. In cellular systems, these functions
help maintain the quality of service (QoS) by handling network traffic, prioritizing data
packets, and ensuring secure data transmission.

e Security and Reliability: System architecture includes encryption modules, error-
correction mechanisms, and redundancy to prevent data loss and unauthorized access,
ensuring that communication remains secure and reliable.
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Summary: System architecture defines the entire structure of the communication system,
incorporating hardware, layers, and protocols to facilitate reliable and secure data exchange.

5. Protocol Architecture

Protocol architecture defines the set of rules, or protocols, that devices must follow to
communicate over a network. This architecture is typically layered, with each layer responsible
for specific tasks and interactions. In wireless communication, protocol architecture often aligns
with the OSI (Open Systems Interconnection) model or the TCP/IP stack. Each layer handles its
own part of the data transmission process while interacting with neighboring layers.

o Layered Protocols: Protocol architectures are structured in layers, where each layer has
a defined function. For example:

o Application Layer: This is where user interaction takes place, with protocols like
HTTP, FTP, and SMTP used for applications such as web browsing, file transfer,
and email.

o Transport Layer: Ensures end-to-end communication and error-checking through
protocols like TCP and UDP.

o Network Layer: Manages data packet routing and logical addressing using
protocols such as IP.

o Data Link Layer: Ensures error-free transfer between adjacent nodes, using MAC
(Media Access Control) addresses and protocols such as Ethernet.

o Physical Layer: Converts data packets into electrical, radio, or optical signals for
physical transmission.

o  Wireless-Specific Protocols: Protocols like IEEE 802.11 (Wi-Fi), Bluetooth, and LTE
specify rules for wireless communication. Each of these has different protocols at each
layer tailored for specific requirements like mobility, low latency, and high data rates.

o Inter-Layer Communication: Each layer communicates with the one above and below it,
a concept known as encapsulation and decapsulation. For instance, in data transmission,
a message from the application layer is encapsulated with headers from each lower
layer before it’s transmitted. When it reaches its destination, each layer removes its
corresponding header (decapsulation) to recover the original message.

Summary: Protocol architecture provides a layered set of rules that devices follow to ensure
seamless and standardized communication, with each layer responsible for specific parts of
data handling and transmission.
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6. Physical Layer

The physical layer is the lowest layer in the protocol architecture, responsible for the actual
transmission and reception of raw data as electrical, optical, or radio signals over the
communication medium. This layer translates digital data into signals and vice versa.

o Signal Transmission: In wireless communication, the physical layer converts digital data
from higher layers into electromagnetic signals that can be transmitted through the air.
It handles modulation techniques (like QAM, PSK), which encode data onto carrier
waves, and demodulation at the receiving end to decode the signals.

o Frequency Bands and Channels: The physical layer manages the allocation of frequency
bands and channels. For example, Wi-Fi operates in the 2.4 GHz and 5 GHz bands, with
specific channels within each band. Cellular networks (like 4G and 5G) operate in
licensed frequency bands, ensuring that different operators don’t interfere with each
other’s signals.

o Transmission Power and Range: This layer also controls transmission power to
determine the range of the wireless signal. Higher power levels increase range but also
create more interference with other devices. Therefore, power control is crucial for
balancing signal strength and minimizing interference.

o Error Detection and Correction: The physical layer incorporates error-detection
mechanisms such as parity bits and error-correction codes. These help identify and
correct errors introduced during transmission due to noise, interference, or other
physical factors.

o Data Rate and Bandwidth: The physical layer defines the data rate (bits per second) and
bandwidth. Wider bandwidths generally allow for higher data rates but may be limited
by available spectrum. Advanced wireless standards, like Wi-Fi 6 and 5G, use innovative
physical layer techniques to optimize bandwidth usage for higher speeds and lower
latency.

Summary: The physical layer handles the raw transmission of signals, converting digital data
into radio waves and managing transmission power, frequency, and bandwidth to enable
efficient, reliable communication over wireless channels.

In essence, these three elements work together in a wireless communication system:
o System architecture lays the foundational structure.
e Protocol architecture sets the rules for each layer.
o The physical layer handles the actual signal transmission.

Each component plays a vital role in ensuring effective and reliable wireless communication.
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The Medium Access Control (MAC) layer is essential in wireless communication systems,
managing how devices access and share the wireless medium. In systems like Bluetooth, it plays
a key role in controlling data transmission, minimizing interference, and maintaining network
organization.

7. Medium Access Control (MAC) Layer

The MAC layer in wireless communication systems is part of the data link layer and is
responsible for coordinating access to the communication medium. Wireless communication
presents unique challenges for the MAC layer, as multiple devices must share a common
frequency band to communicate. The MAC layer's primary functions include:

o Channel Access: The MAC layer decides when a device can send data to avoid collisions.
In Bluetooth, Time Division Multiple Access (TDMA) is used, where each device is
assigned specific time slots for transmission, minimizing data collision.

o Error Handling: The MAC layer manages error detection and correction at a basic level,
ensuring data integrity by retransmitting data if an error is detected.

e Frame Control: The MAC layer handles frame formatting, ensuring that data packets
have headers, trailers, and addresses, allowing proper routing between devices.

o Prioritization: Different types of traffic may have varying levels of priority. For example,
voice data is more sensitive to delays than standard data transfers, and the MAC layer
ensures that high-priority data gets quicker access to the channel.

Summary: The MAC layer controls access to the shared wireless medium, minimizes collisions,
and ensures reliable data transfer by managing timing, error correction, and data prioritization.

8. MAC Management

MAC management is a set of procedures that the MAC layer follows to maintain efficient
network operation and device synchronization. In wireless communication, these procedures
are crucial for organizing devices and ensuring efficient data transmission:

o Network Joining and Synchronization: MAC management helps devices join the
network and synchronize their timing with the network’s clock, essential for systems like
Bluetooth, where time-slot management is crucial.

o Power Management: MAC management includes power control mechanisms, which
adjust the transmission power levels of devices. Bluetooth, for example, uses low-power
modes (such as "sleep" and "sniff" modes) to conserve battery life, crucial for portable
devices.
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o Mobility Management: MAC management tracks and maintains connections with
moving devices. In Bluetooth, the MAC layer helps devices switch between active and
standby modes, so they remain connected without wasting battery power.

o Collision Avoidance: In Bluetooth’s MAC layer, management involves organizing devices
into "piconets" to avoid interference and ensure efficient use of the wireless medium.

Summary: MAC management involves functions that facilitate efficient network participation,
power conservation, and collision avoidance, which helps maintain smooth communication
between devices.

9. Bluetooth MAC Layer

Bluetooth is a short-range wireless technology designed for data exchange over short
distances. Its MAC layer incorporates unique mechanisms to manage connections, conserve
energy, and organize multiple devices in a limited spectrum.

o Piconet Structure: Bluetooth organizes devices into small networks called piconets, with
one device acting as the master and up to seven other devices as slaves. The master
device controls data traffic and timing, ensuring synchronized communication across the
network.

o TDMA-based Channel Access: Bluetooth employs Time Division Multiple Access
(TDMA), where time is divided into slots. The master assigns each slave a time slot for
transmission to avoid data collisions. Devices follow a hopping sequence to avoid
interference.

o Frequency Hopping: Bluetooth’s MAC layer includes Frequency Hopping Spread
Spectrum (FHSS) to reduce interference. Devices in a piconet switch rapidly between
frequencies in a synchronized pattern. This enhances security and makes Bluetooth less
susceptible to interference from other devices.

o Low-Power Modes: The MAC layer in Bluetooth includes low-power modes such as
"standby," "hold," and "sniff" to save battery. These modes allow devices to reduce
activity when not actively transmitting data, conserving energy while remaining
connected to the network.

o Security: Bluetooth’s MAC layer includes basic security protocols like pairing and
encryption. During the pairing process, devices establish a secure link with each other,
using encryption to protect data from eavesdropping.

Summary: Bluetooth’s MAC layer is designed to support short-range communication,
organizing devices into synchronized networks (piconets) with efficient access control,
interference management, and low-power operation to ensure seamless, secure connectivity.
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In summary, the MAC layer, MAC management, and Bluetooth-specific adaptations allow
devices to share wireless media effectively while managing network organization, reducing
power consumption, and enhancing security. Bluetooth’s MAC architecture is uniquely
optimized for the constraints of short-range, low-power communication, ensuring efficient
device-to-device connectivity.

The Mobile Network Layer plays a crucial role in mobile communication by enabling
devices to maintain their IP connections while moving across different networks. Mobile IP
(Internet Protocol) is a protocol designed to support seamless IP mobility, allowing mobile
devices to change networks without losing their existing connections. Here’s a detailed look at
Mobile IP, including its goals, assumptions, and requirements:

10. Goals of Mobile IP

Mobile IP was developed to address the specific challenges faced by mobile devices as they
move between networks. Its primary goals include:

o Seamless Mobility: One of the main goals of Mobile IP is to allow mobile devices to
move freely across networks without interrupting ongoing IP connections. This means a
user can move from one network to another (e.g., from cellular to Wi-Fi) without
dropping their connection.

e Location Transparency: Mobile IP allows a device to maintain the same IP address
regardless of its physical location. This transparency means applications and other
networked systems perceive the device as being in one "location," even as it moves.

o Session Continuity: Mobile IP ensures that active sessions (like streaming, VolIP calls, or
downloads) are not interrupted during a network switch. This goal is vital for
maintaining user experience, especially for real-time applications that are sensitive to
disruptions.

o Interoperability and Scalability: Mobile IP is designed to operate over various types of
networks (cellular, Wi-Fi, etc.) and to support numerous mobile devices without
overwhelming network resources.

11. Assumptions in Mobile IP
Mobile IP is built on several assumptions about the network environment and mobile devices:

o Fixed Home and Visiting Networks: Mobile IP assumes that a device has a "home
network" where it usually resides and may roam to "foreign networks." A home agent
on the home network is responsible for managing the mobile device's IP when it’s away.

o Two IP Addresses for the Mobile Node: Mobile IP assumes each mobile device (or
"mobile node") has two IP addresses:
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o Home Address: A permanent IP address on the home network.

o Care-of Address (CoA): A temporary IP address obtained when the device is on a
foreign network. The CoA reflects the device's current network location.

¢ Minimal Changes to Existing Protocols: Mobile IP operates under the assumption that it
should work within the existing IP infrastructure with minimal modifications. This
includes using IP tunneling (encapsulation of IP packets) to route data to a mobile
device’s CoA without needing every network router to support Mobile IP.

o Agent Discovery: Mobile IP assumes that when a device connects to a new network, it
can discover local agents (like a foreign agent) through special advertisements or
requests. This enables devices to register with the network and obtain a CoA efficiently.

12. Requirements for Mobile IP
To achieve its goals, Mobile IP has specific requirements for devices, networks, and processes:

« Efficient IP Address Management: Mobile IP requires an efficient mechanism to
manage and assign IP addresses dynamically as devices move between networks. The
device’s home address should remain fixed, while the CoA should be updated according
to its location.

o Home Agent and Foreign Agent:

o The Home Agent is a device or server on the mobile node’s home network. It
keeps track of the mobile device’s current location (CoA) and forwards packets
to it when it’s on a foreign network.

o The Foreign Agent is a device on the foreign network that provides the mobile
device with a CoA. It may also assist in routing packets from the mobile node to
its home agent or other destinations.

o Registration Process: Mobile IP requires a secure registration process, enabling the
mobile node to inform the home agent of its COA when it connects to a foreign network.
The registration process must protect against impersonation and unauthorized access,
often using encryption and authentication mechanisms.

o IP Packet Tunneling and Encapsulation: When the mobile node is away from the home
network, Mobile IP requires that data packets be forwarded from the home agent to the
mobile device’s CoA using IP tunneling. This encapsulation allows the original IP packet
(addressed to the mobile node’s home address) to be delivered via the CoA without
altering the end-to-end connection.

e Security and Authentication: Since mobile nodes connect to various networks, Mobile
IP demands strong security mechanisms to protect data integrity and prevent
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unauthorized access. Authentication is required during registration to ensure the mobile
device and home agent are legitimate.

e Low Latency and Minimal Overhead: Mobile IP must minimize latency and overhead in
updating the mobile node’s location and routing data, as high latency could disrupt user
experience and real-time services.

Summary:

Mobile IP was developed to support seamless mobility in IP networks, aiming to enable mobile
devices to maintain ongoing sessions and constant IP addresses while moving between
networks. The protocol works on assumptions like the existence of fixed home and foreign
networks, agent discovery capabilities, and minimal modifications to existing IP infrastructures.
To function effectively, Mobile IP requires efficient IP address management, secure registration
processes, encapsulation of IP packets, and robust security measures. This set of goals,
assumptions, and requirements makes Mobile IP an essential protocol in supporting mobile
communications across diverse and dynamic network environments.

In Mobile IP, several key entities and terms are essential to understand the protocol's
operation, particularly in the context of packet delivery, agent discovery, and registration.
Here’s a detailed explanation of each.

13. Entities and Terminology in Mobile IP

o Mobile Node (MN): This is the mobile device or user’s device that moves across
networks. It keeps a home address on its home network but also acquires a temporary
Care-of Address (CoA) when it’s connected to a foreign network.

o Home Network: The network where the mobile node's permanent IP address, or home
address, resides. When the mobile node is on its home network, it uses this address
directly for communication.

o Foreign Network: Any network the mobile node roams to that is different from its home
network. While on a foreign network, the mobile node is assigned a Care-of Address
(CoA) that reflects its current location.

¢ Home Agent (HA): A router on the mobile node's home network responsible for tracking
the mobile node’s current location. The home agent receives packets intended for the
mobile node's home address and forwards them to the mobile node’s Care-of Address
(CoA) when the device is away from home.

o Foreign Agent (FA): A router on a foreign network that can provide the mobile node
with a Care-of Address and assist with routing packets. The foreign agent helps the
mobile node to connect to the foreign network and facilitates communication with the
home agent.
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Care-of Address (CoA): A temporary IP address assigned to the mobile node while it’s on

a foreign network. This address can be either a foreign agent CoA (an address shared
with other devices using the foreign agent) or a co-located CoA (a unique IP address
obtained by the mobile node itself).

13. Packet Delivery in Mobile IP

Packet delivery in Mobile IP involves using both the mobile node’s home address and Care-
of Address to ensure packets reach the mobile node, even if it’s on a foreign network.

Direct Delivery on Home Network: When the mobile node is on its home network,
packets are routed to its home address directly, and no special forwarding is required.

Delivery on Foreign Network via Tunneling: When the mobile node is on a foreign
network, packets intended for its home address are first sent to the home agent. The
home agent then encapsulates these packets and tunnels them to the mobile node’s
CoA on the foreign network. Once the packets reach the foreign agent (or directly to the
mobile node in the case of a co-located CoA), they are delivered to the mobile node.

Encapsulation and Decapsulation: Encapsulation is a process where the original IP
packet is "wrapped" in another IP header that addresses it to the mobile node’s CoA.
Decapsulation occurs at the CoA, where this outer header is removed to deliver the
packet to the mobile node’s home address.

14. Agent Discovery

Agent discovery is a process by which the mobile node detects when it has moved to a new
network and determines the presence of any foreign or home agents. This is crucial for
maintaining connectivity across networks.

Agent Advertisements: Both home and foreign agents periodically broadcast agent
advertisements that provide network information. The mobile node listens for these
advertisements to identify the presence of agents in the current network.

Agent Solicitation: If a mobile node doesn’t receive an agent advertisement within a
certain period, it can send an agent solicitation message to request the presence of any
local agents. This helps the mobile node determine its current network status and
whether it is on its home or a foreign network.

Obtaining a Care-of Address: When the mobile node detects a foreign agent, it can
receive a Care-of Address from the agent's advertisement. Alternatively, if the mobile
node is configured for a co-located CoA, it can independently obtain an IP address from
the foreign network.
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Transition Detection: Through agent discovery, the mobile node can detect transitions
between networks (e.g., from home to foreign or vice versa). This enables the mobile
node to update its location with the home agent as it changes networks.

15. Registration Process

Registration in Mobile IP is the process through which the mobile node informs its home
agent of its current Care-of Address when it moves to a foreign network.

Purpose of Registration: Registration ensures that the home agent is aware of the
mobile node’s current location and can tunnel packets to the correct CoA. It also serves
as a security check to authenticate the mobile node and prevent unauthorized access.

Registration Request: Once the mobile node has acquired a CoA, it sends a registration
request to the home agent through the foreign agent (if one is used). This request
includes information about the mobile node’s identity, its home address, the CoA, and
authentication details to ensure secure communication.

Registration Reply: The home agent replies with a registration reply message to
confirm that it has successfully updated the mobile node’s location. If the registration is
successful, the home agent begins forwarding packets to the mobile node’s CoA.

Lifetime: Each registration has a specified lifetime, or duration for which it remains valid.

Before the expiration of the registration period, the mobile node must re-register to maintain

uninterrupted service.

Deregistration: When the mobile node returns to its home network, it deregisters by
sending a message to the home agent. This stops the tunneling of packets, as the mobile
node can now receive packets directly.

Summary:

In Mobile IP, packet delivery, agent discovery, and registration are vital mechanisms to support
seamless mobility:

Packet delivery ensures data reaches the mobile node by tunneling packets from the
home network to the foreign network.

Agent discovery allows the mobile node to recognize and interact with agents in its
current network, ensuring it can acquire a Care-of Address.

Registration updates the home agent on the mobile node’s location, allowing it to route
packets to the correct destination, even when the mobile node is away from its home
network.

These processes collectively enable mobile nodes to maintain consistent IP connectivity and
session continuity across changing networks.
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Tunneling and Encapsulation are essential techniques in network engineering, especially within
mobile networking and VPNs, where they allow data packets to move securely and
transparently across different network segments. Over time, these techniques have evolved,
and recent technologies have refined tunneling and encapsulation processes to improve
security, efficiency, and adaptability for modern networking demands.

Tunneling and Encapsulation Basics

1. Tunneling involves creating a "virtual" pathway within a larger network, effectively
transporting packets through a secure and defined route. This is commonly used when
sending data over a network with incompatible protocols or when a higher level of
security is required.

2. Encapsulation wraps a packet with additional headers that specify routing and handling
information, enabling the packet to move seamlessly through various networks. The
outer headers protect the contents and allow the packet to reach its destination.

For example, in Mobile IP, tunneling allows packets to reach a mobile device on a foreign
network. In Virtual Private Networks (VPNs), tunneling creates secure connections over public
networks, encrypting data to ensure privacy.

Recent Technologies and Innovations

With the rise of 10T, 5G, and edge computing, several new approaches to tunneling and
encapsulation have emerged:

1. IPv6 Tunneling Mechanisms

o As networks transition from IPv4 to IPv6, new tunneling methods such as 6to4
Tunneling and Teredo allow IPv6 packets to be transmitted over IPv4
infrastructure, maintaining connectivity between older and newer systems.

o IPv6 over IPv6 Tunneling also allows networks to create isolated IPv6 spaces,
ensuring scalability and improved routing efficiency.

2. GRE (Generic Routing Encapsulation) with Enhanced Security

o GRE encapsulates IP packets within IP to support multiprotocol environments,
and recent advancements combine GRE with IPsec, adding encryption for secure
data transmission.

o NVGRE (Network Virtualization using GRE) enhances this by adding tenant ID
encapsulation, which helps isolate and manage virtual networks in cloud data
centers.

3. 5G Network Slicing with Encapsulation

a4

5G's network slicing creates virtual networks on a shared infrastructure to
handle different services (e.g., loT, ultra-low latency applications). Each slice is
encapsulated, offering end-to-end isolation and management.

SRv6 (Segment Routing over IPv6) leverages IPv6 to enable tunneling through
“segments,” streamlining routing while supporting flexible paths, ideal for 5G
network demands.

4. WireGuard Protocol for VPNs

(o]

(o]

Unlike traditional VPNs that use heavy encryption and encapsulation methods
(e.g., IPsec or OpenVPN), WireGuard is a lightweight protocol that uses simpler
encapsulation for improved speed and security.

WireGuard simplifies packet encryption using modern cryptographic algorithms,
reducing overhead and making it more suitable for mobile devices and low-
power loT devices.

5. VXLAN (Virtual Extensible LAN)

(o]

VXLAN enables network virtualization and extends traditional VLANSs across
distributed networks by encapsulating Ethernet frames within UDP. This
technology is popular in cloud and data center environments for isolating
workloads across extensive, multi-tenant infrastructures.

6. MPLS (Multiprotocol Label Switching) and SD-WAN

o

MPLS tunneling has been widely used in enterprise networks to prioritize traffic
and reduce latency. SD-WAN (Software-Defined WAN) now builds on MPLS by
providing more flexible and cost-effective tunnels across multiple network links
(including the internet), with encapsulation methods that adjust dynamically
based on network performance.

7. Encapsulation for l1oT (Low Power and Lossy Networks)

o

o

(o]

Protocols like 6LOWPAN (IPv6 over Low Power Wireless Personal Area Networks)
use lightweight encapsulation to support IPv6 for small, low-power loT devices,
optimizing energy use and bandwidth.

Thread protocol also utilizes tunneling to encapsulate and manage data across
loT devices, creating resilient mesh networks ideal for smart homes and
industrial applications.

8. Secure Shell (SSH) and Encapsulating Security Payload (ESP)

SSH Tunneling creates secure tunnels by encapsulating other protocols within
SSH, often used to secure network services like RDP or VNC.
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o ESPis part of the IPsec suite, providing authentication and encryption, especially
for VPNs. ESP encapsulation ensures data confidentiality and integrity as it
tunnels across untrusted networks.

Summary of Recent Innovations
Recent advances in tunneling and encapsulation focus on:

o Lightweight and efficient protocols like WireGuard and 6LoWPAN, suited for mobile
and loT.

o Enhanced security and encryption, as seen with IPsec in GRE, WireGuard, and IPsec-
based VPNs.

o Scalability and network virtualization, notably in cloud data centers with VXLAN and
NVGRE.

o Adaptability for modern network architectures, including SRv6 for 5G, network slicing,
and SD-WAN for flexible routing across dynamic environments.

These technologies have extended the usability of tunneling and encapsulation to a broader
range of applications, supporting seamless mobility, secure remote access, and efficient routing
across increasingly diverse and complex networks.
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UNIT5

The Wireless Application Protocol (WAP) was designed to enable mobile devices to
access internet services in a format optimized for their limited bandwidth and computing
power. WAP provides a complete architecture to facilitate communication over wireless
networks, and it includes several protocol layers adapted from standard internet protocols to
handle wireless-specific needs.

Here's a detailed look at the WAP Architecture, including its key components such as the
Wireless Datagram Protocol (WDP) and Wireless Transport Layer Security (WTLS).

1. WAP Architecture

The WAP architecture is layered similarly to the OSI model but is adapted to optimize data
flow over wireless networks. It includes the following components:

o Application Layer (WAE - Wireless Application Environment): This layer handles the
user interface and the content presentation on the device. It includes WML (Wireless
Markup Language) and WMLScript, both optimized for low bandwidth and limited
device resources.

o Session Layer (WSP - Wireless Session Protocol): WSP functions like HTTP but is
optimized for wireless environments. It manages sessions, enabling efficient exchange
of data packets and maintaining the state of communication for interactive applications.

o Transaction Layer (WTP - Wireless Transaction Protocol): WTP is a lightweight protocol
for handling request/response transactions. It has mechanisms for reliable data
transmission, particularly for interactive sessions and real-time applications that don’t
need full TCP-level reliability.

e Security Layer (WTLS - Wireless Transport Layer Security): WTLS provides security
services such as data encryption, authentication, and integrity, similar to SSL/TLS but
tailored for wireless networks. This layer is crucial for protecting data and ensuring
secure transactions.

o Transport Layer (WDP - Wireless Datagram Protocol): WDP is the lowest layer of the
WAP architecture. It allows data to be sent across a variety of bearer networks, enabling
WAP to operate over different wireless network types such as GSM, GPRS, and CDMA.

2. Wireless Datagram Protocol (WDP)

The Wireless Datagram Protocol (WDP) operates at the transport layer and is fundamental
to the WAP architecture. WDP provides a consistent interface to the upper WAP layers,
irrespective of the underlying wireless network. Key features include:
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o Network Independence: WDP is designed to work over various types of networks (e.g.,
SMS, GSM, CDMA, GPRS), allowing it to adapt to different underlying protocols.

o Adaptability to Network Characteristics: Since wireless networks have different data
rates and error characteristics, WDP adjusts to these properties, allowing data to pass
through while hiding network-specific details from upper layers.

o Efficient Data Transport: WDP encapsulates data into datagrams and handles the
packetization and reassembly process, enabling the WAP applications to operate
smoothly even over networks with low bandwidth and high latency.

e Error Handling: Although WDP does not guarantee reliable transmission like TCP, it has
basic error-checking mechanisms. Higher reliability can be achieved by combining WDP
with WTP for applications requiring it.

3. Wireless Transport Layer Security (WTLS)

Wireless Transport Layer Security (WTLS) is a protocol in the WAP architecture designed to
provide secure communication over wireless networks. WTLS is adapted from SSL/TLS, with
enhancements to handle the unique requirements of wireless data transfer:

o Data Encryption: WTLS encrypts data transmitted over WAP connections, using
algorithms adapted for mobile environments to minimize processing requirements while
securing the communication.

e Authentication: WTLS supports authentication using digital certificates and
cryptographic techniques. This helps verify the identity of both the server and,
optionally, the client, establishing trust before sensitive data is exchanged.

o Integrity and Protection Against Data Modification: WTLS ensures that data cannot be
tampered with during transmission. It employs checksums and message authentication
codes to verify that the data received matches what was sent.

« Optimized for Wireless: Unlike traditional SSL/TLS, which requires more processing
power and bandwidth, WTLS is lightweight and optimized for the limited computational
power and battery life of mobile devices. It reduces the overhead typically associated
with secure communication, ensuring that data protection doesn’t compromise
performance.

¢ Session Management: WTLS supports session management, allowing secure sessions to
be resumed without performing a complete handshake each time. This saves resources
and time, which is critical for mobile devices with limited processing power and
bandwidth.
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Summary of WAP with WDP and WTLS

The WAP architecture is built to handle the constraints of wireless networks by employing a
layered protocol stack that supports reliable, efficient, and secure data transmission.

o WDP provides a flexible transport layer for seamless data transfer across various
networks, hiding network differences from upper layers.

e WTLS secures data exchanges over WAP connections, providing encryption,
authentication, and data integrity with optimizations for mobile devices.

These layers work together to enable wireless devices to access internet-based applications and
services securely and efficiently, paving the way for early mobile internet access and forming
the basis for more advanced mobile protocols.

4.Wireless Transaction Protocol (WTP)

Wireless Transaction Protocol (WTP) is a layer in the Wireless Application Protocol
(WAP) suite designed to support transaction-based communication over wireless networks. It
facilitates secure and efficient data transfer between mobile devices and servers by providing
reliable message delivery with minimal overhead, making it suitable for constrained
environments like mobile networks.

Key Features
1. Transaction Types: WTP supports three types of transactions:

o Unreliable One-Way Request: Sends a message without requiring an
acknowledgment.

o Reliable One-Way Request: Sends a message and expects an acknowledgment.

o Reliable Two-Way Request: Exchanges messages between a client and server,
ensuring both sides acknowledge receipt.

2. Lightweight Protocol: Designed to minimize overhead, WTP operates efficiently over
limited-bandwidth and high-latency networks.

3. Segmentation and Reassembly: It handles segmentation of large messages and
reassembles them at the receiving end, ensuring data integrity and completeness.

4. Error Recovery: Implements mechanisms for error detection and correction to maintain
the reliability of data transmission.

5. Transaction Layer Security: Enhances security by providing encryption and
authentication mechanisms.
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Operation

WTP operates between the Transport Layer and the Session Layer in the WAP stack. It uses
the services provided by the Wireless Datagram Protocol (WDP) to achieve its goals. The
protocol involves the following steps:

1. Initiation: The client initiates a transaction by sending a request message to the server.
2. Segmentation: If the message is large, it is segmented into smaller packets.

3. Transmission: The packets are transmitted over the network.

4. Reassembly: At the server end, the packets are reassembled into the original message.

5. Acknowledgment: The server acknowledges receipt of the message, completing the
transaction.

Applications

WTP is used in various mobile applications where reliable data transmission is essential,
such as mobile banking, e-commerce, and real-time messaging.

5.Wireless Session Protocol (WSP)

Wireless Session Protocol (WSP) is another layer within the WAP suite, situated above
WTP. It provides a framework for maintaining high-level sessions between mobile devices and
servers, enabling efficient data exchange and session management. WSP is modeled after
HTTP/1.1 and is optimized for wireless communication.

Key Features
1. Connection-Oriented and Connectionless Services:

o Connection-Oriented Service: Establishes a session for ongoing communication,
improving efficiency for prolonged interactions.

o Connectionless Service: Suitable for brief exchanges, where each
request/response is handled independently.

2. Session Persistence: Maintains session states, allowing for continuous interactions
without re-establishing connections.

3. Header Compression: Reduces the size of HTTP headers to save bandwidth and
decrease latency.

4. Capability Negotiation: Allows devices to negotiate features and capabilities, optimizing

communication based on device capabilities.
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5. Session Management: Handles session initiation, maintenance, and termination
efficiently.

Operation
WSP enhances the communication between clients and servers by handling:

1. Session Establishment: Sets up a session between a client and server, enabling efficient
data exchange.

2. Data Transfer: Manages the transfer of data, ensuring messages are correctly ordered
and delivered.

3. Session Termination: Gracefully closes the session when communication is complete.
Applications

WSP is ideal for applications requiring sustained interactions, such as web browsing,
online gaming, and real-time chat services.

6.Wireless Application Environment (WAE)

Wireless Application Environment (WAE) is the top layer in the WAP stack, providing an
environment for developing and running wireless applications. It encompasses several
technologies and standards, including markup languages, scripting languages, and telephony
services. WAE enables the creation of rich, interactive applications tailored for mobile devices.

Key Components

1. Wireless Markup Language (WML): A lightweight markup language optimized for small
screens and limited bandwidth. It provides elements for text, images, and navigation.

2. WNMLScript: A scripting language similar to JavaScript, used to add interactivity to WML
pages. It supports form validation, calculations, and user input handling.

3. Wireless Telephony Application (WTA): Extends WML and WMLScript by providing APIs
for telephony services like call control, phonebook access, and messaging.

4. Content Formats: Includes formats for multimedia content such as images, audio, and
video, ensuring compatibility and efficient delivery over wireless networks.

5. Caching: Implements caching mechanisms to store frequently accessed data, reducing
latency and improving user experience.

Operation

WAE functions as an application framework, allowing developers to:
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1. Design Interfaces: Create user interfaces using WML, optimized for small screens and
limited bandwidth.

2. Add Interactivity: Use WMLScript to enhance user interactions and handle client-side
logic.

3. Integrate Telephony: Utilize WTA to access telephony features, integrating voice and
data services.

Applications
WAE is used to develop a wide range of mobile applications, including:

1. Mobile Web Browsers: Providing web access on mobile devices with optimized
interfaces.

2. Interactive Services: Enabling interactive applications like mobile banking, online
shopping, and location-based services.

3. Telephony Services: Integrating voice and data services, allowing users to make calls,
send messages, and access phonebook entries.

Conclusion

Wireless Transaction Protocol (WTP), Wireless Session Protocol (WSP), and Wireless
Application Environment (WAE) are integral components of the Wireless Application Protocol
(WAP) suite, each playing a crucial role in enabling efficient and reliable communication for
mobile computing. WTP focuses on ensuring secure and reliable data transactions, WSP
manages session persistence and efficient data exchange, and WAE provides a comprehensive
environment for developing rich, interactive applications tailored for mobile devices.

Together, these protocols and environments empower developers to create robust and
user-friendly mobile applications that can operate efficiently over wireless networks, meeting
the demands of modern mobile users. Understanding and leveraging these protocols is

essential for building innovative and effective mobile solutions in today's interconnected world.

7.Mobile Ad-Hoc Networks (MANETs) Characteristics

Mobile Ad-Hoc Networks (MANETSs) are decentralized wireless networks consisting of
mobile devices, or nodes, that communicate with each other without relying on a fixed
infrastructure. These self-configuring and self-organizing networks can adapt to changes in the
positions of individual devices, making them highly flexible and suitable for various applications
such as disaster management, military operations, and loT1.
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Characteristics of MANETs

1. Dynamic Topologies: Nodes in a MANET are free to move arbitrarily, leading to frequent
changes in network topology. This dynamic nature requires efficient routing protocols to
maintain connectivityl.

2. Self-Organizing: MANETSs can self-organize without the need for a central controller or
fixed infrastructure. Nodes act as routers, forwarding data packets to their destination2.

3. Multi-Hop Communication: Data packets are transmitted in a store-and-forward
manner from a source to a destination via intermediate nodes. This multi-hop
communication ensures connectivity even when nodes are not within direct range of
each other2.

4. Limited Transmission Range: Each node has a limited transmission range, restricting
communication to nearby nodes. This limitation necessitates the use of intermediate
nodes to relay data.

5. Scalability: MANETSs can scale to accommodate a large number of nodes, but the
performance may degrade as the network size increases due to increased overhead and
congestion.

6. Energy Constraints: Nodes in a MANET are often battery-powered, making energy
efficiency a critical concern. Power management techniques are essential to prolong the
network's operational life.

7. Security Challenges: The decentralized nature of MANETS poses security challenges,
including vulnerability to attacks such as eavesdropping, data tampering, and denial-of-
service attacks. Robust security mechanisms are required to protect the network.

8.Classification of MANETs

MANETSs can be classified based on various criteria, such as the type of infrastructure,
mobility patterns, and routing protocols. Understanding these classifications helps in selecting
the appropriate MANET for specific applications and environments.

Types of MANETSs

1. Infrastructure-Based MANETSs: These networks rely on fixed infrastructure, such as base
stations or access points, to facilitate communication between mobile devices. They are
commonly found in urban areas where infrastructure is readily availablel.

2. Infrastructure-Less MANETSs: These networks do not require any fixed infrastructure
and rely solely on peer-to-peer connections among mobile devices. They are useful in
remote areas or disaster scenarios where traditional infrastructure is unavailablel.
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3. Hybrid MANETSs: These networks combine both infrastructure-based and infrastructure-
less elements, using a mix of fixed and ad hoc nodes to enable communication. Hybrid
MANETSs offer flexibility and can adapt to different environments and requirements.

Classification Based on Mobility Patterns

1. High Mobility MANETSs: These networks consist of nodes with high mobility, such as
vehicles or drones, which frequently change their positions. High mobility requires
efficient routing protocols to handle frequent topology changes.

2. Low Mobility MANETSs: These networks have nodes with low mobility, such as
pedestrians or stationary devices. Low mobility results in more stable network
topologies, reducing the need for frequent route updates.

3. Mixed Mobility MANETs: These networks include nodes with varying mobility patterns,
combining high and low mobility nodes. Mixed mobility MANETSs require adaptive
routing protocols to handle the diverse mobility characteristics.

Classification Based on Routing Protocols

1. Proactive Routing Protocols: These protocols maintain up-to-date routing information
for all nodes in the network, even if there is no data to send. Examples include
Optimized Link State Routing (OLSR) and Destination-Sequenced Distance-Vector
Routing (DSDV).

2. Reactive Routing Protocols: These protocols create routes on-demand when data needs
to be transmitted. Examples include Ad hoc On-Demand Distance Vector (AODV) and
Dynamic Source Routing (DSR).

3. Hybrid Routing Protocols: These protocols combine features of both proactive and
reactive routing protocols to optimize performance. Examples include Zone Routing
Protocol (ZRP) and Hybrid Wireless Mesh Protocol (HWMP).

Conclusion

Mobile Ad-Hoc Networks (MANETSs) offer unparalleled flexibility and adaptability,
making them suitable for various applications. Understanding their characteristics and
classifications helps in designing efficient and robust networks that can meet specific
requirements. Whether it's for disaster management, military operations, or loT, MANETSs
provide a dynamic and scalable solution for wireless communication.
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8. Detailed Explanation of MANET Routing Protocols
Proactive Routing Protocol - DSDV (Destination-Sequenced Distance Vector)

Destination-Sequenced Distance Vector (DSDV) is a proactive routing protocol designed
for Mobile Ad-Hoc Networks (MANETS). It is based on the classical Bellman-Ford routing
algorithm and incorporates sequence numbers to prevent routing loops.

Working Mechanism DSDV maintains a routing table at each node, which contains the shortest
distance and the first node on the path to every other node in the network. Each entry in the
routing table includes a sequence number, which is assigned by the destination node and
increases monotonically3. This sequence number helps in identifying the freshness of the route
and preventing loops.

Route Discovery and Maintenance In DSDV, routes are maintained continuously, and each
node periodically broadcasts its routing table to its neighbors. When a node detects a change in
the network topology, it updates its routing table and propagates the update to its neighbors1.
This ensures that all nodes have up-to-date routing information at all times.

Advantages
o Loop-Free: The use of sequence numbers ensures that routing loops are avoided.

« Immediate Route Availability: Since routes are maintained proactively, routes are
immediately available when needed.

o Simple Implementation: The protocol is relatively simple to implement and understand.
Disadvantages

o High Overhead: Periodic updates of routing tables can lead to high overhead, especially
in large networks.

o Not Suitable for Large Networks: Due to the high overhead, DSDV is not well-suited for
large or highly dynamic networks.

Reactive Routing Protocols - DSR (Dynamic Source Routing) and AODV (Ad hoc On-Demand
Distance Vector)

Reactive routing protocols, such as DSR and AODV, create routes only when they are
needed. This approach reduces the overhead associated with maintaining routes at all times.

9. Dynamic Source Routing (DSR)

Working Mechanism DSR uses a route discovery mechanism to find a path from the
source node to the destination node. When a node needs to send a packet, it broadcasts a
Route Request (RREQ) packet to its neighbors5. Each intermediate node forwards the RREQ
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until it reaches the destination or a node with a route to the destination. The destination node
then sends a Route Reply (RREP) packet back to the source node along the reverse pathé.

Route Maintenance DSR maintains routes in a route cache, which stores the routes discovered
during the route discovery process. If a link in an active route breaks, the node detecting the
break sends a Route Error (RERR) packet to the source node, which can then initiate a new
route discovery process5.

Advantages
o Low Overhead: Routes are created only when needed, reducing control traffic.

o Route Flexibility: Multiple routes can be maintained, providing flexibility in path
selection.

o Scalability: Suitable for large and highly dynamic networks.
Disadvantages

o Route Discovery Delay: Route discovery can introduce delays, especially in large
networks.

¢ Route Cache Maintenance: Maintaining the route cache can be complex and resource-
intensive.

Ad hoc On-Demand Distance Vector (AODV)

Working Mechanism AODV is another reactive routing protocol that uses a similar route
discovery mechanism as DSR. When a node needs to send a packet, it broadcasts a Route
Request (RREQ) packet to its neighbors5. Each intermediate node forwards the RREQ until it
reaches the destination or a node with a route to the destination. The destination node then
sends a Route Reply (RREP) packet back to the source node along the reverse path5.

Route Maintenance AODV maintains routes in a routing table, which contains one entry for
each destination. If a link in an active route breaks, the node detecting the break sends a Route
Error (RERR) packet to the source node, which can then initiate a new route discovery process5.

Advantages
o Low Overhead: Routes are created only when needed, reducing control traffic.
o Quick Adaptation: AODV quickly adapts to changes in the network topology.
o Scalability: Suitable for large and highly dynamic networks.

Disadvantages

o Route Discovery Delay: Route discovery can introduce delays, especially in large
networks.
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¢ Route Maintenance Overhead: Maintaining the routing table can be resource-intensive.
Conclusion

Proactive and reactive routing protocols each have their strengths and weaknesses.
DSDV, as a proactive protocol, ensures immediate route availability but can suffer from high
overhead in large networks. On the other hand, DSR and AODV, as reactive protocols, reduce
overhead by creating routes on-demand but can introduce delays during route discovery6. The
choice of protocol depends on the specific requirements of the MANET, such as network size,
mobility patterns, and traffic load.



